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October  19,  2009 


MEMORANDUM  FOR  UNDER  SECRETARY  OF  DEFENSE  FOR  UNDER  SECRETARY  OF 

DEFENSE  (COMPTROLLER)/  DOD  CHIEF  FINANCIAL  OFFICER 


SUBJECT:  Summary  of  DOD  Office  of  Inspector  General  Audits  of  Financial  Management 
(Report  No.  D-20 10-002) 

We  are  providing  this  report  for  your  infonnation  and  use.  We  did  not  issue  a  draft  report  because 
this  report  simmiarizes  material  that  was  already  published.  This  report  is  a  summary  of  DOD 
Office  of  Inspector  General  audit  reports  related  to  DOD’s  financial  management  that  were  issued 
from  FY  2004  tlu'ough  FY  2008.  This  report  contains  no  recommendations;  therefore,  written 
comments  are  not  required. 

Questions  should  be  directed  to  Ms.  Amy  L.  Mathews  at  (703)  601-5870. 


Patricia  A.  Marsh 
Assistant  hispector  General 
Defense  Business  Operations 


Report  No.  2010-002  (Project  No.  D2009-D000FF-0 194.000) 


October  19,  2009 


Results  in  Brief:  Summary  of  DOD  Office  of 
Inspector  General  Audits  of  Financial 
Management 


What  We  Did 

Our  overall  objective  was  to  summarize  the 
DOD  Office  of  Inspector  General  reports  that 
discussed  deficiencies  in  financial  management 
within  DOD.  Specifically,  we  reviewed  and 
summarized  the  financial  management-related 
audit  reports  that  the  DOD  Office  of  Inspector 
General  issued  from  FY  2004  through  FY  2008. 
These  reports  discussed  issues  related  to  the 
Government  Accountability  Office  high-risk 
area  of  financial  management. 

This  summary  could  be  used  by  DOD  financial 
managers  to  monitor  areas  that  require  enhanced 
internal  control  and  financial  management 
improvements,  and  stress  the  importance  of 
obtaining  sustainable  results. 

What  We  Found 

The  DOD  Office  of  the  Inspector  General  issued 
255  reports  during  FY  2004  through  FY  2008 
that  pertain  to  financial  management.  As  part  of 
our  audit  of  the  FY  2008  DOD  Agency-wide 
financial  statements,  DOD  management 
acknowledged  that  13  previously-identified 
material  weaknesses  continued  to  exist. 
Therefore,  we  grouped  the  deficiencies 
discussed  in  the  reports  by  the  13  material 
weaknesses  as  follows: 

1 .  Financial  Management  Systems 

2.  Fund  Balance  with  Treasury 


3.  Accounts  Receivable 

4.  Inventory 

5.  Operating  Materials  and  Supplies 

6.  General  Property,  Plant,  and  Equipment 

7.  Government-Furnished  Material  and 
Contractor-Acquired  Material 

8.  Accounts  Payable 

9.  Environmental  Liabilities 

10.  Statement  of  Net  Costs 

1 1 .  Intragovernmental  Eliminations 

12.  Other  Accounting  Entries 

13.  Reconciliation  of  Net  Cost  of  Operations 
to  Budget 

In  addition  to  the  13  material  weaknesses,  we 
reported  on  3  other  issue  areas  as  follows: 

1 .  Inadequate  Audit  Trails 

2.  Internal  Controls 

3.  Compliance  With  Laws  and  Regulations 

What  We  Recommend 

We  are  not  making  any  recommendations  in  this 
report  because  the  recommendations  made  in 
the  respective  individual  reports,  if 
implemented,  should  correct  the  issues 
identified. 

Management  Comments 

We  do  not  require  a  written  response  to  this 
report. 
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Recommendations  Table 


Management 

Recommendations 
Requiring  Comment 

No  Additional 

Comments  Required 

Under  Secretary  of  Defense 
(Comptroller )/DOD  Chief  Financial  Officer 

None 

None 

11 


Table  of  Contents 


Introduction 

Objective 

Background 

Review  of  Internal  Controls 

Audit  Coverage  of  Financial  Management  Functions 

Summary 

Appendices 

A.  Scope  and  Methodology 

B.  Required  Audits 

C.  Issue  Areas  by  Audit  Report 

D.  DOD  Office  of  Inspector  General  Reports 


Introduction 

Objective 

Our  overall  objective  was  to  provide  DOD  financial  managers  with  a  summary  of  major 
issue  areas  identified  in  DOD  Office  of  Inspector  General  (OIG)  audit  reports  issued 
from  FY  2004  through  FY  2008  that  involve  the  Government  Accountability  Office 
(GAO)  high-risk  area  of  financial  management.  We  believe  that  this  summary  could  be 
helpful  in  monitoring  areas  that  require  enhanced  internal  control  and  financial 
management  improvements,  and  stressing  the  importance  of  obtaining  sustainable  results. 
See  Appendix  A  for  our  scope  and  methodology. 

Background 

DOD  financial  management  covers  a  complex  array  of  financial  topics  -  including 
procurement,  inventory,  payroll,  asset  management,  and  real  property  -  across  a  very 
complex  organizational  structure.  The  FY  2008  DOD  Agency-wide  financial  statements 
reported  about  $1.7  trillion  in  assets,  $2.1  trillion  in  liabilities,  and  $676  billion  in  net 
costs  of  operations. 

The  Chief  Financial  Officers  Act  of  1990  identified  DOD  as  one  of  several  agencies 
required  to  establish  a  position  for  a  Chief  Financial  Officer  (CFO)  and  to  prepare  and 
submit  to  the  Office  of  Management  and  Budget  (0MB)  financial  statements  that  were 
audited  by  either  the  Inspector  General  or  an  independent  public  accountant.  Under  the 
CFO  Act  requirements  established  by  0MB,  DOD  is  to  prepare  and  obtain  an  audit 
opinion  on  nine  financial  statements. 

Beginning  in  1991,  DOD  began  preparing  and  submitting  financial  statements  for  audit. 
However,  DOD  OIG  audits  of  those  financial  statements  for  FYs  1991  through  2001 
identified  pervasive  and  long-standing  material  weaknesses  which  caused  those  financial 
statements  to  be  unauditable.  As  a  result.  Congress  passed  the  “National  Defense 
Authorization  Act  for  Fiscal  Year  2002,”  on  December  28,  2001,  that  limits  the  amount 
of  audit  work  performed  by  the  DOD  OIG  under  the  CFO  Act  based  on  management’s 
representation  regarding  the  reliability  of  the  financial  statements.  For  FY  2002,  the 
Under  Secretary  of  Defense  (Comptroller)/DOD  Chief  Financial  Officer  (USD[C]/CFO) 
represented  to  the  DOD  OIG  that  8  of  the  9  required  financial  statements'  were  not 
reliable  due  to  the  13  material  weaknesses  that  the  DOD  OIG  had  previously  identified. 
Accordingly,  the  DOD  OIG  limited  audit  work  and  issued  a  disclaimer  of  opinion  on 
those  eight  financial  statements.  The  Military  Retirement  Fund  received  a  clean  audit 
opinion. 


*  This  represents  financial  statements  for  the  DOD  Agency-wide;  General  and  Working  Capital  Funds  for 
the  Army,  Navy  and  Air  Force;  the  U.S.  Army  Corps  of  Engineers;  and  the  Military  Retirement  Fund. 
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Since  FY  2002,  DOD  has  made  minimal  progress  in  achieving  auditability  at  the  entity 
financial  statement  level  or  at  the  DOD  Agency-wide  level.  USD(C)/CFO  has  continued 
to  represent  that  the  DOD  Agency-wide  finaneial  statements  remain  unreliable  because  of 
the  13  auditor-identified  material  weaknesses.  For  FY  2008,  USD(C)/CFO  represented 
that  7  of  the  9  finaneial  statements  remained  unreliable.  As  a  result,  the  DOD  OIG  issued 
a  disclaimer  of  opinion  for  those  seven  financial  statements.  The  remaining  two  entities’ 
finaneial  statements  -  Military  Retirement  Fund  and  U.S.  Army  Corps  of  Engineers 
(USAGE)  Civil  Works  Program  -  received  elean  audit  opinions.  In  addition  to  the  nine 
finaneial  statement  audits  required  by  the  CEO  Aet,  the  Senate  Select  Committee  on 
Intelligence  requires  audited  financial  statements  of  four  Intelligence  agencies,  and  DOD 
requires  that  20  others  prepare  internal,  stand-alone  annual  audited  finaneial  statements. 
Of  the  33  financial  reporting  entities,  for  EY  2008,  only  18  reeeived  audit  opinions  (1 1 
disclaimers,  1  qualified,  and  6  unqualified  [clean].)  See  Appendix  B  for  a  list  of  the  33 
financial  statements  for  which  Congress,  0MB,  or  DOD  require  audits. 

Reeognizing  the  need  for  finaneial  reporting  improvements,  DOD  published  its  first 
Einancial  Improvement  and  Audit  Readiness  Plan  in  December  2005.  The  purpose  of  the 
Plan  was  to  provide  a  roadmap  to  fix  internal  controls,  correct  processes,  and  obtain  an 
unqualified  opinion  on  DOD’s  financial  statements.  The  Plan  set  milestones  for 
resolving  problems  affeeting  the  aceuracy,  reliability,  and  timeliness  of  financial 
information  and  focused  on  incremental  improvements  in  line  items  or  segments,  but 
DOD  has  made  minimal  progress.  Additionally,  as  DOD  correets  internal  control 
weaknesses  in  these  areas,  the  sustainability  of  improvements  will  be  key  to  achieving 
long-term  financial  statement-level  progress.  0MB  Cireular  A- 123  may  help  with  the 
sustainability  of  DOD’s  corrective  actions;  however,  sustaining  improvements  while 
aggressively  executing  its  financial  improvement  in  the  remaining  areas  will  continue  to 
be  a  challenge  for  DOD. 

Government  Accountability  Office  High-Risk  Area 

GAO  has  identified  DOD  finaneial  management  as  an  area  of  high-risk  for  fraud,  waste, 
abuse,  and  mismanagement.  According  to  GAO,  DOD’s  pervasive  financial  and  related 
business  management  and  system  deficiencies  eontinue  to  adversely  affect  its  ability  to 
control  costs;  ensure  basic  accountability;  anticipate  future  costs  and  claims  on  the 
budget;  measure  performanee;  maintain  funds  eontrol;  prevent  and  detect  fraud,  waste, 
and  abuse;  and  address  pressing  management  issues. 

Review  of  Internal  Controls 

DOD  Instruetion  5010.40,  “Managers’  Internal  Control  (MIC)  Program  Proeedures,” 
January  4,  2006,  defines  a  material  internal  control  weakness  as  a  reportable  condition 
that  is  significant  enough  to  report  to  the  next  higher  level.  Material  internal  control 
weaknesses  were  identified  in  137  of  the  255  reports  we  reviewed.  We  are  making  no 
recommendations  because  the  recommendations  made  in  the  respective  individual 
reports,  if  implemented,  should  correct  the  material  weaknesses  identified. 
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Audit  Coverage  of  Financial  Management 
Functions 


Between  FY  2004  and  the  end  of  FY  2008,  the  DOD  OIG  Defense  Business  Operations 
Direetorate  issued  255  reports  that  discussed  issues  pertaining  to  financial  management. 
These  reports  included  the  financial  statement  opinion  and  internal  control  and 
compliance  with  laws  and  regulations  reports  required  under  the  CFO  Act  and  other 
financial-related  reports,  such  as  internal  control  and  financial  system  review.  The 
Defense  Business  Operations  Directorate  also  reviewed  many  aspects  of  DOD’s 
adherence  to  laws  and  regulations,  specifically  the  Prompt  Payment  Act,  Improper 
Payment  Act,  Antideficiency  Act,  and  the  Debt  Collections  and  Improvement  Act. 

As  part  of  our  audit  of  the  FY  2008  DOD  Agency-wide  financial  statements,  DOD 
management  acknowledged  that  13  previously-identified  material  weaknesses  continued 
to  exist.  Therefore,  we  grouped  the  deficiencies  discussed  in  the  reports  by  the  13 
material  weaknesses,  as  follows: 

1 .  Financial  Management  Systems 

2.  Fund  Balance  with  Treasury 

3.  Accounts  Receivable 

4.  Inventory 

5.  Operating  Materials  and  Supplies 

6.  General  Property,  Plant,  and  Equipment 

7.  Government-Furnished  Material  and  Contractor-Acquired  Material 

8.  Accounts  Payable 

9.  Environmental  Liabilities 

10.  Statement  of  Net  Costs 

1 1 .  Intragovernmental  Eliminations 

12.  Other  Accounting  Entries 

13.  Reconciliation  of  Net  Cost  of  Operations  to  Budget 

In  addition  to  the  13  material  weaknesses,  we  also  reported  on  3  other  issue  areas  as 
follows: 

1 .  Inadequate  Audit  Trails 

2.  Internal  Controls 

3.  Compliance  With  Laws  and  Regulations 

Appendix  A  explains  the  methodology  we  used  in  reviewing  these  reports  and  how  we 
determined  the  issue  areas  to  summarize  for  this  report.  Appendix  B  lists  the  33  financial 


^  The  Directorate  actually  issued  286  reports,  but  3 1  were  removed  from  our  analysis  because  they  did  not 
identify  findings  or  were  related  to  acquisition  or  contracting. 
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statements  for  whieh  Congress,  0MB  or  DOD  require  audits.  Appendix  C  eontains  a  list 
of  the  issues  areas  by  report  number.  Most  of  the  reports  identified  more  than  one  issue 
area.  Appendix  D  lists  all  of  the  reports  discussed  in  this  report  and  a  Web  site  reference 
to  obtain  copies.  Each  issue  area  and  specific  examples  of  problems  identified  in 
individual  reports  are  discussed  in  the  following  sections. 

Material  Weaknesses 

Statement  on  Auditing  Standards  No.  1 12,  “Communicating  Internal  Control  Related 
Matters  Identified  in  an  Audit,”  defines  a  material  weakness  as  a  significant  deficiency, 
or  a  combination  of  significant  deficiencies,  resulting  in  more  than  a  remote  likelihood 
that  a  material  misstatement  of  the  financial  statements  will  not  be  prevented  or 
detected.^  DOD  continues  to  acknowledge  the  following  13  material  weaknesses  related 
to  its  Agency-wide  Financial  Statements. 

Material  Weakness  1.  Financial  Management  Systems 
Criteria 

Statement  of  Federal  Financial  Accounting  Concepts  (SFFAC)  No.  1,  “Objectives  of 
Federal  Financial  Reporting,”  requires  financial  management  system  controls  that  are 
adequate  to  ensure  that  transactions  comply  with  budgetary  and  financial  laws  and  other 
requirements,  are  consistent  with  the  purposes  authorized,  and  are  recorded  in  accordance 
with  Federal  accounting  standards.  SFFAC  No.  1  also  requires  financial  management 
system  controls  to  ensure  that  assets  are  properly  safeguarded  to  deter  fraud,  waste,  and 
abuse,  and  that  performance  measurement  information  is  adequately  supported. 

Results 

In  13 1  of  the  reports,  we  discussed  deficiencies  in  DOD’s  financial  management  systems. 
USD(C)/CFO  acknowledged  that  DOD  financial  management  and  feeder  systems  do  not 
substantially  comply  with  Federal  financial  management  system  requirements.  DOD 
financial  management  and  feeder  systems  were  not  designed  to  adequately  support 
various  material  amounts  on  the  financial  statements.  These  deficiencies  in  financial 
management  and  feeder  systems,  as  well  as  inadequate  DOD  business  processes,  prevent 
DOD  from  collecting  and  reporting  financial  and  performance  information  that  is 
accurate,  reliable,  and  timely.  Following  are  examples  of  reports  related  to  financial 
management  systems. 

•  Our  audit  of  the  Capital  Asset  Management  System-Military  Equipment  identified 
internal  control  weaknesses  that  affected  processing  and  reporting  of  military 
equipment  financial  data.  The  weaknesses  found  were  related  to  entity-wide 
security  program  planning  and  management,  access  controls,  application  software 
development  and  change  controls,  system  software,  segregation  of  duties,  and 
service  continuity.  The  deficient  controls  created  system  vulnerabilities  that 


^  The  term  “remote”  is  defined  as  when  the  ehanee  of  a  future  event  or  events  oeeurring  is  slight. 
Therefore,  the  likelihood  of  an  event  is  “more  than  remote”  when  it  is  at  least  reasonably  possible. 


4 


potentially  jeopardize  the  integrity,  eonfidentiality,  and  availability  of  data 
reported  by  the  Capital  Asset  Management  System-Military  Equipment  (D-2008- 
091,  May  13,2008). 

•  The  Army  did  not  aeeurately  and  effieiently  transfer  eonstruetion-in-proeess  eosts 
between  its  aeeounting  and  property  management  systems.  As  a  result,  the  Army 
eould  not  ensure  the  aeeuraey  and  eompleteness  of  the  aequisition  eosts  of  its  real 
property  assets.  Also,  the  Army  expended  resourees  to  perform  duplieate  entry  of 
eost  data  into  its  systems.  The  Army  needs  to  be  able  to  transfer  eonstruetion  eosts 
from  the  eonstruetion  agent  to  the  installations  that  will  aeeount  for  the  real 
property  assets.  In  addition,  the  Army  should  develop  system  eapabilities  in 
aeeounting  systems  to  eapture  all  of  the  relevant  eonstruetion  eosts  and  send 
aequisition  eosts  to  the  property  management  system  when  plaeing  assets  in 
serviee  (D-2008-072,  Mareh  28,  2008). 

Material  Weakness  2.  Fund  Balance  with  Treasury 
Criteria 

Statement  of  Federal  Finaneial  Aeeounting  Standards  (SFFAS)  No.  1,  “Aeeounting  for 
Seleeted  Assets  and  Fiabilities,”  the  U.S.  Treasury  Manual,  and  DOD  Finaneial 
Management  Regulation  7000. 14-R  (FMR)  require  DOD  to  resolve  finaneial  and 
aeeounting  ineonsisteneies  to  aeeurately  report  Fund  Balanee  with  Treasury. 

Results 

In  47  of  the  reports,  we  diseussed  defieieneies  in  DOD’s  Fund  Balanee  with  Treasury. 
DOD  eontinues  to  have  ineonsisteneies  related  to  in-transit  disbursements,  unmatehed 
disbursements,  negative  unliquidated  obligations,  unreeoneiled  differenees  in  suspense 
aeeounts,  and  unreeoneiled  differenees  between  U.S.  Treasury  reeords  and  DOD 
aeeounting  reeords.  Following  are  examples  of  reports  related  to  Fund  Balanee  with 
Treasury. 

•  The  Disbursing  Operations  Direetorate  at  the  Defense  Finanee  and  Aeeounting 
Serviee  (DFAS),  Indianapolis,  did  not  reeoneile  the  “Statement  of  Differenees- 
Deposits,”  within  2  months  as  a  loss  or  overage  of  funds.  As  a  result,  there  was  a 
risk  that  aetual  losses  of  funds  would  not  be  identified  in  a  timely  manner  and 
ageney  managers  eould  overspend  or  overobligate  beeause  they  did  not  have 
eurrent  and  aeeurate  information  on  amounts  in  their  Fund  Balanee  with  Treasury 
aeeounts.  Also,  unreeoneiled  differenees  eould  impaet  Fund  Balanee  with 
Treasury  amounts  reported  in  the  finaneial  statements  (D-2008-052,  February  19, 
2008). 

•  The  National  Geospatial-Intelligenee  Ageney  eontinues  to  experienee  diffieulties 
reeoneiling  all  transaetions  posted  to  the  Fund  Balanee  with  Treasury  general 
ledger  aeeount.  These  diffieulties  persist  largely  beeause  of  defieieneies 
throughout  the  aeeounting,  reporting,  and  reooneiling  proeesses.  Speoifieally,  the 
Defense  Finanee  and  Aeeounting  Serviee  had  not  established  adequate  proeedures 
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to  identify  and  record  in-transit  disbursement  and  collection  transactions,  and 
could  not  provide  complete  information,  including  disbursement  voucher  numbers, 
for  transactions  included  on  the  Cash  Management  Report  and  Detail  Pile  Report 
(D-2008-044,  January  31,  2008). 

Material  Weakness  3.  Accounts  Receivable 
Criteria 

According  to  SFFAS  No.  1,  “Accounting  for  Selected  Assets  and  Liabilities,”  a 
receivable  should  be  recognized  when  a  Federal  entity  establishes  a  claim  to  cash  or  other 
assets  against  other  entities,  based  on  either  legal  provisions  or  goods  or  services 
provided. 

Results 

In  26  of  the  reports,  we  discussed  deficiencies  in  DOD’s  accounts  receivable.  DOD 
acknowledged  that  it  is  unable  to  accurately  record,  report,  collect,  and  reconcile 
intragovemmental  accounts  receivable  as  well  as  accounts  receivable  due  from  the 
public.  DOD  identified  accounts  receivable  as  a  material  weakness  based  on  its  FY  2008 
assessment  of  internal  control  over  financial  reporting,  as  required  by  0MB  Circular 
A-123,  Appendix  A.  Also,  our  independent  auditor’s  reports  on  internal  control  for  the 
FY  2008  Navy  General  Fund  (GF)  and  Working  Capital  Fund  (WCF),  Army  GF,  and  the 
USAGE  Civil  Works  revealed  accounts  receivable  to  be  a  material  weakness.  These 
Components’  accounts  represented  approximately  58  percent  of  the  DOD  Agency-wide 
combined  accounts  receivable  balance  as  of  September  30,  2008.  Following  is  an 
example  of  a  report  on  accounts  receivable. 

•  DFAS  Cleveland  performed  departmental-level  trading  partner  adjustments  valued 
at  $51.8  million  that  ultimately  impacted  the  mid-year  FY  2005  balance  sheet. 
However,  DFAS  provided  insufficient  documentation  to  support  the  adjustments 
or  to  trace  transaction  amounts  to  source  data.  As  a  result,  auditors  were  not  able 
to  verify  $51.8  million  in  trading  partner  adjustments  to  the  accounts  receivable 
balance  sheet  amount.  Inability  to  document  adjustments  and  transaction  amounts 
significantly  impacts  the  audit  readiness  of  accounts  receivable  (D-2007-004, 
October  12,  2006) 

Material  Weakness  4.  Inventory 
Criteria 

SFFAS  No.  3,  “Accounting  for  Inventory  and  Related  Property,”  requires  DOD  to  use  the 
historical  cost,  the  latest  acquisition  cost  (adjusted  for  holding  gains  and  losses),  or  the 
moving  average  cost  for  valuing  inventory. 

Results 

In  38  of  the  reports,  we  discussed  deficiencies  in  DOD’s  inventory  valuation.  DOD 
acknowledged  that  the  existing  inventory  value  for  most  activities  is  not  reported  in 
accordance  with  accounting  principles  generally  accepted  in  the  United  States,  and 
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DOD’s  legacy  systems  do  not  maintain  the  historical  cost  data  necessary  to  comply  with 
guidance.  Also,  DOD  does  not  distinguish  between  Inventory  Held  for  Sale  and 
Inventory  Held  in  Reserve  for  Future  Sale,  as  required.  Following  are  examples  of 
reports  related  to  inventory. 

•  The  Army  Life  Cycle  Management  Commands  did  not  adequately  review 
inventory  accounting  adjustments  or  correct  the  erroneous,  missing,  or  duplicate 
supply  transactions  causing  discrepancies  in  inventory  balances  recorded  in  the 
Distribution  Standard  System  and  the  Army  Working  Capital  supply  system.  Not 
reviewing  and  correcting  adjustments  results  in  inaccurate  inventory  records; 
distorted  reports  that  inventory  managers  use  to  make  decisions  to  buy,  repair,  and 
excess  material;  and  unreliable  and  inaccurate  financial  reports  used  to  measure 
the  performance  of  the  Army  WCF  Support  Management,  Army  activity  group 
(D-2008-090,  May  13,  2008). 

•  The  inventory  reconciliation  process  at  the  Defense  Logistics  Agency  did  not 
adequately  fulfill  DOD  financial  and  operational  requirements.  Specifically,  the 
automated  portion  of  the  process  did  not  accurately  select  reconciliation  items  for 
causative  research  in  accordance  with  DOD  criteria,  calculate  accurate 
adjustments,  post  adjustments  reversals  to  the  proper  general  ledger  accounts,  and 
maintain  sufficient  audit  trails.  Further,  personnel  responsible  for  manual 
causative  research  did  not  perform  all  required  research,  consistently  perform 
adequate  causative  research  and  post  proper  adjustments,  complete  causative 
research  in  a  timely  manner,  and  request  special  physical  inventories  when 
necessary.  The  control  weaknesses  impact  the  overall  integrity  of  the  inventory 
records  that  DOD  managers  rely  on  for  operational  mission  decisions  and  financial 
reporting  purposes  (D-2008-081,  April  25,  2008). 

Material  Weakness  5.  Operating  Materials  and  Supplies 
Criteria 

SFFAS  No.  3,  “Accounting  for  Inventory  and  Related  Property,”  states  that  operating 
materials  and  supplies  must  be  expensed  when  the  items  are  consumed. 

Results 

In  18  of  the  reports,  we  discussed  deficiencies  in  DOD’s  operating  materials  and  supplies 
account.  DOD  has  acknowledged  that  significant  amounts  of  operating  materials  and 
supplies  were  expensed  when  purchased,  instead  of  when  consumed.  In  addition,  DOD 
cannot  accurately  report  the  value  of  operating  materials  and  supplies,  which  causes  the 
potential  for  a  misstatement  in  financial  reporting.  Following  is  an  example  of  a  report 
related  to  operating  materials  and  supplies. 

•  The  Navy  Air  Systems  Command  did  not  accurately  report  the  sponsor-owned 
material  it  included  in  the  Navy’s  FY  2006  Financial  Statements.  The  Navy 
misclassified  the  material  and  overstated  its  reported  value  at  the  four  locations  we 
visited.  More  than  $2.5  million  of  sponsor-owned  material  was  improperly 
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classified  and  reported  as  operating  materials  and  supplies,  ineluding  $1.9  billion 
of  speeial  tooling  and  test  equipment,  $481.6  million  of  aviation  support 
equipment  held  for  Foreign  Military  Sales,  and  $1 13.7  million  of  general  support 
equipment.  The  Naval  Air  Systems  Command  needed  to  ensure  that  its  finaneial 
reporting  of  sponsor-owned  material  eomplied  with  SFFAS  Nos.  3  and  6.  Also,  it 
needed  to  perform  a  eomplete  reeoneiliation  of  its  sponsor-owned  material 
inventory  amounts  reeorded  in  the  Real-time  Reutilization  Asset  Management 
System  with  the  aetual  amounts  of  on-hand  inventory  (D-2007-085,  April  23, 
2007). 

Material  Weakness  6.  General  Property,  Plant,  and  Equipment 
Criteria 

SFFAS  No.  6,  “Aoeounting  for  Property,  Plant,  and  Equipment,”  requires  DOD  to  reeord 
general  property,  plant,  and  equipment  at  aequisition  eost,  eapitalize  improvement  eosts, 
and  reeognize  depreeiation  expense. 

Results 

In  60  of  the  reports,  we  discussed  defieieneies  in  DOD’s  general  property,  plant,  and 
equipment.  The  eost  and  depreeiation  of  the  DOD  general  property,  plant,  and  equipment 
are  not  reliably  reported  beeause  of  (1)  an  aoeounting  requirement  that  olassified  military 
equipment  as  general  property,  plant,  and  equipment  (suoh  eosts  were  previously 
expensed);  (2)  a  laok  of  supporting  dooumentation  for  aged  general  property,  plant,  and 
equipment  items;  and  (3)  a  failure  to  integrate  most  legaoy  property  and  logistios  systems 
with  aequisition  and  finaneial  systems.  Also,  DOD  property  and  logistios  systems  were 
not  designed  to  oapture  aequisition  eost  and  the  eost  of  modifioations  and  upgrades  or  to 
oaloulate  depreeiation. 

DOD  has  aoknowledged  that  it  does  not  ourrently  meet  aoeounting  prinoiples  generally 
aooepted  in  the  United  States  for  the  finaneial  reporting  of  personal  property  and  that 
dooumentation  for  personal  property  is  neither  aoourate  nor  reliable.  In  addition,  DOD 
does  not  have  adequate  internal  oontrols  in  plaoe  to  provide  reasonable  assuranoe  that  real 
property  assets  are  identified  and  properly  reported  in  its  finaneial  reports.  DOD  has  also 
aoknowledged  that  its  inability  to  aoourately  report  the  value  of  military  equipment 
inoreases  the  risk  that  the  finaneial  statements  are  materially  misstated.  Following  are 
examples  of  reports  related  to  general  property,  plant,  and  equipment. 

•  The  Army  military  equipment  baseline  values  were  misstated  by  at  least 

$4.2  billion.  In  addition,  the  Army  oould  not  support  ownership  of  at  least  420 
military  equipment  end-items  or  the  oompleteness  of  the  military  equipment 
program  baseline.  As  a  result,  the  Army  oould  not  rely  on  the  baseline  to  assert 
that  military  equipment  was  ready  for  audit  (D-2008-126,  August  29,  2008). 

•  We  oould  not  validate  the  ending  balanoe  of  $8.6  million  in  land  assets  reported  on 
the  FY  2004  USAGE  Einanoial  Statements  despite  available  dooumentation  to 
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support  USAGE  ownership  of  the  land  assets.  Our  FY  2002  sample  results 
showed  that  USAGE  could  not  provide  supporting  documentation  for  $1.78  billion 
of  the  $2.35  billion  (76  percent)  that  represented  administrative  cost.  Further,  the 
remaining  costs  that  made  up  the  statistical  sample  represented  land  tract  costs  that 
included  unsupported  costs  for  land  tracts  and  unsupported  values  for  land  assets 
acquired  through  donations.  In  addition,  the  value  of  land  assets  could  have  been 
misstated  because  the  ending  balance  included  costs  associated  with  land  tracts 
that  were  disposed  of  and  did  not  include  costs  of  reservoirs  that  were 
misclassified  as  buildings  and  structures.  As  a  result,  the  ending  balance  for  land 
assets  was  not  ready  for  substantive  audit  testing  and  audit  (D-2005-051,  April  6, 
2005). 

Material  Weakness  7.  Government-Furnished  Material  and 
Contractor-Acquired  Material 

Criteria 

SEE  AS  No.  11,  “Amendments  to  Accounting  for  Property,  Plant,  and  Equipment,” 
requires  that  property  and  equipment  in  the  possession  of  a  contractor  for  use  in 
accomplishing  a  contract  be  considered  Government  property.  Such  property  should  be 
accounted  for  based  on  the  nature  of  the  item,  regardless  of  who  has  possession. 

Results 

In  nine  of  the  reports,  we  discussed  deficiencies  in  DOD’s  government- furnished  material 
and  contractor-acquired  material.  DOD  has  acknowledged  that  it  is  unable  to  comply 
with  the  requirements  for  government-furnished  material  and  contractor-acquired 
material.  As  a  result,  the  value  of  DOD  property  and  material  in  the  possession  of 
contractors  is  not  reliably  reported.  Following  is  an  example  of  a  report  related  to 
government-furnished  material  and  contractor-acquired  material. 

•  The  Space  and  Naval  Warfare  Systems  Gommand  did  not  accurately  report  the 
amount  of  its  sponsor-owned  material  located  at  the  Systems  Genters.  About 
$130.7  million  of  the  assets  were  either  misclassified  or  overstated.  Also,  about 
$84.1  million  in  assets  not  owned  by  Space  and  Naval  Warfare  Systems  Gommand 
were  included  in  the  amounts  reported.  The  Space  and  Naval  Warfare  Systems 
Gommand  inventory  controls  did  not  ensure  that  sponsor-owned  material  was 
properly  reported  and  updated  in  a  timely  manner.  In  addition,  sponsor-owned 
material  was  being  retained  and  stored  beyond  allowable  time  periods.  As  a  result 
of  these  conditions,  the  Space  and  Naval  Warfare  Systems  Gommand  was  not  in 
compliance  with  provisions  of  SFFAS  No.  3  as  it  relates  to  operating  materials  and 
supplies.  The  Navy  also  lacked  total  asset  visibility  over  sponsor-owned  material 
at  the  Space  and  Naval  Warfare  Systems  Genter  Gharleston  (D2007-048,  January 
26,  2007). 
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Material  Weakness  8.  Accounts  Payable 
Criteria 

According  to  SFFAS  No.  5,  “Accounting  for  Liabilities,”  a  liability  is  recognized  when 
one  party  reeeives  goods  or  services  in  return  for  a  promise  to  provide  money  or  other 
resources  in  the  future. 

Results 

In  58  of  the  reports,  we  diseussed  deficieneies  in  DOD’s  aecounts  payable.  DOD 
acknowledged  that  it  does  not  meet  accounting  standards  for  the  financial  reporting  of 
public  accounts  payable.  DOD  cannot  support  its  accounts  payable  balances  because  it 
lacks  standard  procedures  for  reeording,  reporting,  and  reeonciling  the  amounts  among 
the  finaneial,  accounting,  and  reporting  systems.  DOD  identified  accounts  payable  as  a 
material  weakness  based  on  its  FY  2008  assessment  of  internal  control  over  finaneial 
reporting,  as  required  by  0MB  Cireular  A- 123,  Appendix  A. 

Additionally,  our  independent  auditor’s  reports  on  internal  eontrol  for  the  FY  2008  Army 
GF  and  WCF,  Navy  GF  and  WCF,  and  the  USAGE  Civil  Works,  identified  accounts 
payable  as  a  material  weakness.  These  Components  represented  more  than  55  pereent  of 
the  DOD  Agency-wide  eombined  accounts  payable  balanee  as  of  September  30,  2008. 
Following  are  examples  of  reports  related  to  accounts  payable. 

•  DFAS  Columbus  did  not  properly  identify  and  value  the  Military  Department 
accounts  payable  balanees  reported  in  its  742  Report."^  Speeifically,  DFAS 
Columbus  inaccurately  reported  73  percent  of  the  $3  billion  742  Report  aceounts 
payable  balances  ($2.1  billion  overstated  and  $0.1  billion  understated)  and  did  not 
include  at  least  $453.9  million  of  valid  aecounts  payable  in  the  DOD  accounts 
payable  balance  (D-2008-1 17,  August  14,  2008). 

•  Accounts  payable  transaetions  were  not  reeorded  in  a  timely  manner  in  the  DFAS 
aecounting  system  for  the  Department  of  the  Navy  GF.  Specifically,  89  of  199 
vendor  payment  transactions  sampled  were  not  recorded  in  compliance  with  DOD 
FMR,  whieh  requires  establishing  the  aecounts  payable  on  the  same  day  as 
performance  notification  is  received.  The  timely  establishment  of  aceounts 
payable  transaetions  would  allow  for  immediate  reeognition  of  liabilities.  As  a 
result,  accounts  payable  balances  totaling  $212.7  million  were  misstated  in  the 
Department  of  the  Navy  GF  (D-2007-041,  January  2,  2007). 


^  This  is  also  called  the  “Unmatched  Detail  Report,”  which  captures  accounts  payable  balances  for  goods  or 
services  accepted  within  the  last  6  months  that  are  not  matched  to  a  contractor  invoice. 
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Material  Weakness  9.  Environmental  Liabilities 
Criteria 

DOD  FMR,  Volume  4,  Chapter  13,  “Environmental  Liabilities,”  states  that 
environmental  liabilities  must  be  reeognized  on  the  finaneial  statements  for  probable  and 
measurable  future  outflows  or  expenditures  of  resources  for  environmental  cleanup, 
closure,  and  disposal  actions.  The  Regulation  continues  by  stating  that  environmental 
liabilities  are  generally  accounting  estimates  because  the  extent  of  the  costs  cannot  be 
determined  until  completing  cleanup  and/or  disposal  operations.  Additionally,  the 
organizations  preparing  the  estimates  must  retain  adequate  documentation  of  quality 
review,  estimator  and  reviewer  qualifications,  data  sources,  estimating  methodologies, 
accreditation  including  the  parametric  models  and  internal  control  procedures. 

Results 

In  22  of  the  reports,  we  discussed  deficiencies  in  DOD’s  environmental  liabilities.  DOD 
has  acknowledged  that  its  internal  control  for  reporting  environmental  liabilities  does  not 
provide  reasonable  assurance  that  cleanup  costs  for  all  of  its  ongoing,  inactive,  closed, 
and  disposal  operations  are  identified,  consistently  estimated,  and  appropriately  reported. 
In  addition,  guidance  and  audit  trails  for  estimating  environmental  liabilities  are 
insufficient,  and  the  inventory  of  ranges  and  operational  activities  is  incomplete.  DOD 
has  also  acknowledged  uncertainty  regarding  the  accounting  estimates  used  to  calculate 
the  reported  environmental  liabilities.  Following  is  an  example  of  a  report  related  to 
environmental  liabilities. 

•  The  Air  Force  did  not  have  adequate  internal  controls  over  the  complication  of 
cost-to-complete  environmental  liabilities  estimates  reported  for  active  and  Base 
Realignment  and  Closure  installations.  As  a  result,  cost-to-complete  estimates 
used  in  support  of  environmental  liabilities  and  disposal  liabilities  by  the  Air  Force 
active  and  Base  Realignment  and  Closure  installations  were  unreliable  (D-2006- 
062,  March  15,2006). 

Material  Weakness  10.  Statement  of  Net  Costs 
Criteria 

SFFAC  No.  2,  “Entity  and  Display,”  requires  the  Statement  of  Net  Cost  to  provide  an 
understanding  of  the  net  costs  of  each  organization  and  each  program.  In  addition,  the 
Statement  of  Net  Cost  should  provide  gross  and  net  cost  information  that  can  be  related 
to  the  amount  of  outputs  and  outcomes  for  the  programs  and  organizations. 

Results 

In  26  of  the  reports,  we  discussed  deficiencies  in  DOD’s  Statement  of  Net  Costs.  DOD 
acknowledged  the  following  deficiencies  related  to  the  Statement  of  Net  Cost:  (1)  the 
amounts  presented  for  the  GFs  may  not  report  actual  accrued  costs,  (2)  although  WCFs 
are  generally  recorded  on  an  accrual  basis,  as  required  by  accounting  principles  generally 
accepted  in  the  United  States,  the  systems  do  not  always  capture  actual  costs  in  a  timely 
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manner,  (3)  the  Statement  of  Net  Cost  is  not  presented  by  program,  in  alignment  with 
major  goals  and  outputs  deseribed  in  DOD  strategie  and  performanee  plans  as  required 
by  the  Government  Performanee  and  Results  Aet,  and  (4)  revenues  and  expenses  are 
reported  by  appropriation  eategory  beeause  financial  processes  and  systems  do  not  collect 
costs  according  to  performance  measures.  Although  none  of  the  standard  audit  reports 
discussed  the  Statement  of  Net  Costs  directly,  26  of  the  40  disclaimers  cited  the  issue  as 
one  of  the  internal  control  weaknesses  that  led  to  the  disclaimer. 

Material  Weakness  11.  Intragovernmental  Eliminations 
Criteria 

SFFAS  No.  4,  “Managerial  Cost  Accounting  Concepts  and  Standards  for  the  Federal 
Government,”  states  that  inter-entity  expenses  or  assets  and  financing  sources  should  be 
eliminated  for  any  consolidated  financial  statements  covering  both  entities.  Further,  the 
DOD  FMR,  Volume  6B,  Chapter  13,  states  that  all  DOD  reporting  entities  are  required  to 
report  intragovernmental  account  balances  in  their  financial  statements  and  eliminate 
appropriate  intra-DOD  balances.  Additionally,  the  DOD  FMR  states  that  eliminating 
entries  must  be  based  on  the  information  provided  by  the  seller  or  service  provider  unless 
a  waiver  is  obtained. 

Results 

In  25  of  the  reports,  we  discussed  deficiencies  in  DOD’s  intragovernmental  eliminations. 
DOD  disclosed  that  it  cannot  accurately  identify  most  of  its  intragovernmental 
transactions  by  customer  because  DOD  systems  do  not  track  the  buyer  and  seller  data 
needed  to  match  related  transactions.  In  addition,  DOD  is  unable  to  fully  reconcile 
intragovernmental  transactions  with  all  Federal  partners.  DOD  acknowledged  that  its 
inability  to  reconcile  most  intragovernmental  transactions  results  in  adjustments  that 
cannot  be  fully  supported.  Following  is  an  example  of  a  report  related  to 
intragovernmental  eliminations. 

•  DOD  management  has  not  implemented  control  activities  or  internal  controls  over 
financial  reporting  related  to  accounts  payable  that  effectively  correct  or 
compensate  for  the  following  deficiencies. 

o  Components  are  unable  to  identify  intragovernmental  transactions  by 
customer,  the  Components  cannot  ensure  that  they  are  properly 
eliminating  or  disclosing  all  intragovernmental  accounts  payable  in  the 
financial  statements,  and  the  Components  adjust  their  non-DOD 
intragovernmental  accounts  payable  amounts  to  agree  to  seller-side 
balances  for  financial  statement  reporting.  As  a  result,  reported  accounts 
payable  balances  do  not  agree  with  the  transaction  detail  in  supporting 
accounting  systems. 

o  The  actual  or  constructive  receipt  or  acceptance  of  goods  and  services 
should  be  the  basis  for  recording  accounts  payable.  Internal  controls  are 
not  adequate  to  ensure  the  Components  always  follow  this  policy, 
o  Procedures  for  accounting  recognition  of  unbilled  purchases  of  goods  and 
services  are  not  adequate. 
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o 


DOD  records  and  reports  accounts  payable  balances  in  its  financial 
statements  without  reconciling  to  transaction  detail  in  supporting 
accounting  systems, 
o  Aged  Accounts  Payable  are  not  reviewed  to  identify  and  resolve  balances 
that  may  no  longer  be  valid  or  warrant  investigation. 

DOD  will  not  be  able  to  report  accounts  payable  in  compliance  with  accounting 
principles  generally  accepted  in  the  United  States  without  correcting  these 
material  internal  control  weaknesses  (D-2007-091,  May  4,  2007). 


Material  Weakness  12.  Other  Accounting  Entries 
Criteria 

DOD  FMR,  Volume  6A,  Chapter  2,  “Financial  Reports,  Roles,  and  Responsibilities,” 
states  that  DFAS  and  DOD  Components  are  required  to  support  accounting  adjustments 
by  written  documentation  sufficiently  detailed  to  provide  an  audit  trail  to  source 
transactions  that  require  the  adjustments.  This  documentation  is  to  contain  the  rationale 
and  justification  for  the  adjustment,  detailed  numbers  and  dollar  amounts  of  errors  or 
conditions  that  relate  to  the  transactions  or  records  that  are  proposed  for  adjustment,  date 
of  the  adjustment,  and  name  and  position  of  the  individual  approving  the  adjustment. 

Results 

In  63  of  the  reports,  we  discussed  deficiencies  in  DOD’s  other  accounting  entries.  DOD 
acknowledged  that  it  continues  to  enter  material  amounts  of  unsupported  accounting 
entries.  Following  are  examples  of  reports  related  to  other  accounting  entries. 

•  We  audited  a  sample  of  160  journal  vouchers  processed  by  DFAS.  We  identified 
37  journal  vouchers  with  a  net  value  of  $4. 1  billion  as  unsupported.  We  also 
identified  1 10  of  these  journal  vouchers  with  operational  control  deficiencies.  As 
a  result,  we  estimate  that  DFAS  processed  220  unsupported  journal  vouchers  and 
682  journal  vouchers  with  operational  control  deficiencies  (D-2008-084,  April  25, 
2008). 

•  DFAS  Indianapolis  officials  did  not  properly  review  and  approve  102  adjustments 
for  $1.1  trillion  made  to  the  Army  financial  statement  data  before  closing  the 
accounting  records.  As  a  result,  DFAS  Indianapolis  could  process  erroneous 
journal  vouchers  that  can  only  be  corrected  at  the  request  of  USD(C)/CFO  and 
would  require  the  Assistant  Secretary  of  the  Army  (Financial  Management  and 
Comptroller)  to  reconfirm  the  statements  (D-2008-055,  February  22,  2008). 
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Material  Weakness  13.  Reconciliation  of  Net  Cost  of  Operations 
to  Budget 

Criteria 

SFFAS  No.  7,  “Accounting  for  Revenue  and  Other  Finaneing  Sources,”  requires  a 
reconeiliation  of  proprietary  and  budgetary  information  to  assist  users  in  understanding 
the  relationship  between  the  net  eost  of  operations  and  the  budgetary  resourees  obligated 
by  the  entity  during  the  period. 

Results 

In  24  of  the  reports,  we  diseussed  deficiencies  in  DOD’s  reconciliation  of  net  eost  of 
operations  to  budget.  DOD  acknowledged  that  it  is  unable  to  reconcile  budgetary 
obligations  to  net  eosts  without  making  unsupported  adjustments.  Specifically,  budgetary 
data  does  not  agree  with  proprietary  expenses  and  capitalized  assets.  DOD  made 
unsupported  adjustments  of  $7  billion  (absolute  value)  to  reeoncile  obligations  to  the 
Statement  of  Net  Cost.  While  none  of  the  standard  audit  reports  discussed  this  area 
direetly,  24  of  the  40  diselaimers  cited  the  issue  as  one  of  the  internal  control  weaknesses 
that  led  to  the  diselaimer. 

Other  Issue  Areas 

Other  Issue  Area  1.  Inadequate  Audit  Trails 
Criteria 

DOD  FMR,  Volume  6A,  Chapter  2,  “Finaneial  Reports  Roles  and  Responsibilities,” 
requires  DOD  Components  to  ensure  that  audit  trails  are  maintained  in  sufficient  detail  to 
permit  tracing  of  transactions  from  their  sources  to  their  transmission  to  DFAS.  The 
Regulation  stresses  that  audit  trails  are  necessary  to  demonstrate  the  aceuracy, 
eompleteness,  and  timeliness  of  a  transaetion;  and  that  audit  trails  provide  doeumentary 
support  for  all  data  generated  by  the  DOD  Component  and  submitted  to  DFAS  for 
reeording  in  the  accounting  systems  and  use  in  financial  reports. 

Results 

In  138  of  the  reports,  we  discussed  deficiencies  in  the  DOD’s  inadequate  audit  trails. 

DOD  Components  produeing  financial  statements  will  be  paying  for  audits  of  those 
statements.  If  audit  trails  are  time-eonsuming  to  follow,  the  Component  will  be  paying 
certified  publie  aecounting  firms  exeessive  amounts  for  struggling  through  an  audit  trail. 
Also,  a  diffieult  audit  trail  could  cause  a  diselaimer  of  opinion,  if  the  auditors  could  not 
complete  their  work  in  the  allotted  time.  Adequate  support  would  be  anything  that 
convinces  the  auditors  that  the  adjustment  or  entry  was  factually  correct  and  was  in 
accordance  with  accounting  principles  generally  aceepted  in  the  United  States.  Adequate 
support  eould  inelude  such  things  as  copies  of  source  doeuments,  explanations  of 
rationale,  and  methodology  for  accounting  estimates.  Following  are  examples  of  reports 
related  to  inadequate  auditor  trails. 
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•  The  Air  Force  and  National  Guard  Bureau  have  not  corrected  previously  identified 
material  management  control  weaknesses  involving  the  tracking  and  reporting  of 
counterdrug  funds.  Specifically,  the  Air  Fore  and  National  Guard  were  unable  to 
provide  detailed  transaction  data  to  support  $279  million  of  the  $415.4  million 
counterdrug  obligations  reported  to  the  Deputy  Assistant  Secretary  of  Defense  for 
Counternarcotics,  Counterproliferation,  and  Global  Threats  for  FY  2006.  As  a 
result,  a  sufficient  audit  trail  did  not  exist  to  validate  the  reported  obligations 
(D-2008-061,  March  7,  2008). 

•  The  military  treatment  facilities  we  visited  could  not  provide  sufficient  evidence 
that  the  Medical  Expense  and  Performance  Reporting  System  contained  data  that 
was  accurate  and  complete.  None  of  the  facilities  followed  the  accounting 
principles  generally  accepted  in  the  United  States  needed  to  capture,  record,  and 
verify  the  accuracy  of  the  expenses  that  those  facilities  incurred  in  FY  2005.  The 
military  treatment  facilities: 

o  used  multiple  accounting  and  personnel  systems  to  document  the  cost  of 
labor,  supplies,  and  materials; 

o  used  cash-based  accounting  procedures  instead  of  accrual-based 
accounting  procedures  to  record  costs; 

o  did  not  have  adequate  cut-off  procedures  for  capturing  and  reporting 
expenses; 

o  did  not  prepare  accounting  reports,  including  a  trial  balance  that  would 
show  aggregate  costs;  and 

o  did  not  document  processes  that  would  permit  reconciliation  of  expense 
data  to  accounting  system  and  financial  data. 

Finally,  the  military  treatment  facilities  were  not  able  to  produce  source  documents  to 
fully  support  hours  worked  (D-2007-073,  March  21,  2007). 


Other  Issue  Area  2.  Internal  Controls 
Criteria 

DOD  Directive  5010.38,  “Management  Control  Program,”  requires  DOD  Components  to 
implement  a  comprehensive  strategy  for  management  controls  that  provides  reasonable 
assurance  that  “...  programs  and  administrative  and  operating  functions  are  efficiently  and 
effectively  carried  out  in  accordance  with  applicable  law  and  management  policy.”  The 
management  control  process  should  be  integrated  into  the  daily  management  practices  of 
all  DOD  managers.  When  developing  the  Management  Control  Program,  DOD 
managers  should  rely  on  all  contributing  information  sources,  including  audits. 

Results 

In  251  of  the  reports,  we  discussed  deficiencies  in  the  DOD’s  internal  controls. 

Following  are  examples  of  reports  related  to  internal  controls. 
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•  The  Missile  Defense  Ageney  did  not  have  adequate  internal  eontrols  over 
governmental  purehases.  Speeifieally,  the  Missile  Defense  Agency  did  not 
properly  manage  the  outgoing  and  incoming  military  interdepartmental  purchase 
request  processes.  The  internal  controls  were  inadequate  because  the  Missile 
Defense  Agency  did  not  follow  applicable  military  interdepartmental  purchase 
request  regulations.  As  a  result,  the  Missile  Defense  Agency  personnel  could  not 
ensure  that  all  purchases  were  in  the  best  interest  of  the  Government  and  complied 
with  Federal,  DOD,  and  the  Missile  Defense  Agency  regulations  as  well  as  public 
law  (D-2007-1 17,  August  20,  2007). 

•  Internal  control  was  not  effective  to  ensure  that  transactions  processed  in  the 
acquisition  of  goods  and  services  were  properly  accounted  for  in  Air  Force 
accounting  records.  Specifically,  all  transactions  were  not  recognized,  posted, 
subject  to  edit  checks  to  ensure  compliance  with  laws  and  regulations,  and 
traceable  to  supporting  documentation.  As  a  result,  the  risk  was  high  that  periodic 
reports  and  annual  financial  statements  were  unreliable  and  materially  misstated  in 
FY  2003  and  FY  2004.  Left  uncorrected,  the  internal  control  weaknesses  could 
affect  future  reports,  adversely  affecting  those  who  use  the  reports  in  their 
decision-making  (D-2007-059,  February  9,  2007). 


Other  Issue  Area  3.  Compliance  With  Laws  and  Regulations 
Results 

In  238  of  the  reports,  we  discussed  deficiencies  in  DOD’s  compliance  with  laws  and 
regulations.  Following  are  examples  of  reports  related  to  compliance  with  laws  and 
regulations. 

•  DFAS  Columbus  Debt  Management  Office  reports  and  manages  contractor  debts 
in  the  Contract  Debt  System.  The  Debt  Management  Office  did  not  have  adequate 
controls  to  ensure  debt  files  were  processed  in  accordance  with  the  Debt 
Collection  and  Improvement  Act  of  1996  and  other  pertinent  guidance. 
Specifically,  it  did  not  require  taxpayer  identification  numbers,  did  not 
appropriately  transfer  debt  files  to  the  Department  of  the  Treasury,  and  did  not 
adequately  safeguard  debt  file  records.  As  a  result,  the  Debt  Management  Office 
was  not  fully  compliant  with  the  Debt  Collection  and  Improvement  Act  of  1996, 
Federal  Acquisition  Regulations,  and  DOD  FMR.  This  hinders  the  Debt 
Management  Office’s  ability  to  collect  Department  of  the  Navy  public  debt  and 
properly  report  accounts  receivable  balances  (D-2008-046,  February  6,  2008). 

•  We  substantiated  the  allegation  that  the  DFAS  Dayton  Network  did  not  always  pay 
invoices  in  accordance  with  the  Prompt  Payment  Act.  For  61  of  the  75  invoices  in 
our  judgmental  sample,  the  offices  in  the  DFAS  Dayton  Network  did  not  use  the 
proper  payment  information,  including  the  receipt  date  and  the  proper  payment 
terms  that  are  required  by  the  Prompt  Payment  Act.  As  a  result,  the  DFAS  Dayton 
Network  made  $91,673  in  interest  errors  on  42  of  those  61  invoices.  The  errors 
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were  related  to  interest  lost  when  DFAS  Dayton  Network  made  payments  earlier 
than  allowable  by  the  Prompt  Payment  Aet  and  when  it  overpaid  or  underpaid  the 
interest  due  to  the  eontraetor  for  the  late  payment.  There  is  an  additional  risk  that 
DFAS  Dayton  Network  will  continue  to  overpay  and  underpay  interest  to 
contractors  and  will  continue  to  pay  invoices  earlier  than  allowed  by  the  Act, 
which  can  result  in  further  interest  lost  to  the  Government  (D-2007-061,  March  1, 
2007). 

Summary 

Despite  efforts  and  limited  progress  toward  auditable  financial  statements,  DOD  still 
struggles  with  material  control  weaknesses  that  make  the  financial  data  unreliable.  Until 
these  and  any  other  still  unidentified  material  weaknesses  are  resolved,  DOD  will  not  be 
able  to  meet  its  goal  of  an  unqualified  (clean)  audit  opinion. 
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Appendix  A.  Scope  and  Methodology 


This  non-audit  service  report  summarizes  255  final  audit  reports  issued  by  the  DOD  OIG 
Defense  Business  Operations  Directorate  from  FY  2004  through  FY  2008.  Based  on  the 
audit  objectives,  scope,  and  conclusions,  these  255  reports  discussed  issues  that  pertained 
to  financial  management  within  DOD. 

We  reviewed  the  findings,  conclusions,  and  recommendations  contained  in  these 
255  reports;  however,  we  did  not  review  the  supporting  documentation  from  any  of  these 
reports.  We  grouped  the  deficiencies  discussed  in  the  reports  by  the  13  previously- 
identified  material  weaknesses,  as  follows: 

1 .  Financial  Management  Systems 

2.  Fund  Balance  with  Treasury 

3.  Accounts  Receivable 

4.  Inventory 

5.  Operating  Materials  and  Supplies 

6.  General  Property,  Plant,  and  Equipment 

7.  Government-Furnished  Material  and  Contractor-Acquired  Material 

8.  Accounts  Payable 

9.  Environmental  Eiabilities 

10.  Statement  of  Net  Costs 

1 1 .  Intragovernmental  Eliminations 

12.  Other  Accounting  Entries 

13.  Reconciliation  of  Net  Cost  of  Operations  to  Budget 

In  addition  to  the  13  material  weaknesses,  we  also  reported  on  3  other  issue  areas,  as 
follows: 

1 .  Inadequate  Audit  Trails 

2.  Internal  Controls 

3.  Compliance  With  Eaws  and  Regulations 

Use  of  Computer-Processed  Data 

We  did  not  use  computer-processed  data  to  perform  this  review. 

Prior  Coverage 

During  the  last  5  years,  the  DOD  OIG  did  not  issue  any  summary  reports  on  financial 
management. 
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Appendix  B.  Required  Audits 


Financial  Statement  Reporting  Entity 

Audit  Required  By 

Defense  Agency-wide 

CEO  Act/OMB 

Army  General  Fund  (GF) 

CEO  Act/OMB 

Army  Working  Capital  Fund  (WCF) 

CEO  Act/OMB 

Navy  GF 

CEO  Act/OMB 

Navy  WCF 

CEO  Act/OMB 

Air  Force  GF 

CEO  Act/OMB 

Air  Force  WCF 

CEO  Act/OMB 

Military  Retirement  Fund 

CEO  Act/OMB 

U.S.  Army  Corps  of  Engineers 

CEO  Act/OMB 

Defense  Intelligence  Agency 

Senate  Select  Committee  on  Intelligence 

National  Reconnaissance  Office 

Senate  Select  Committee  on  Intelligence 

National  Geospatial-Intelligence  Agency 

Senate  Select  Committee  on  Intelligence 

National  Security  Agency 

Senate  Select  Committee  on  Intelligence 

Medicare-Eligible  Retiree  Flealth  Care  Eund 

DOD 

Defense  Eogistics  Agency  GE 

DOD 

Defense  Eogistics  Agency  WCE 

DOD 

Defense  Einancial  Accounting  Service  GE 

DOD 

Defense  Einancial  Accounting  Service  WCE 

DOD 

Defense  Information  Systems  Agency  GE 

DOD 

Defense  Information  Systems  Agency  WCE 

DOD 

Defense  Contract  Audit  Agency 

DOD 

Missile  Defense  Agency 

DOD 

Defense  Advanced  Research  Projects  Agency 

DOD 

Defense  Commissary  Agency  GE 

DOD 

Defense  Commissary  Agency  WCE 

DOD 

Defense  Security  Service  GE 

DOD 

Defense  Threat  Reduction  Agency 

DOD 

United  States  Special  Operations  Command 

DOD 

Tricare  Management  Activity 

DOD 

Service  Medical  Activity 

DOD 

United  States  Marine  Corps  GE 

DOD 

United  States  Marine  Corps  WCE 

DOD 

Chemical  and  Biological  Defense 

DOD 
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Appendix  C.  Issue  Areas  by  Audit  Report 


Type  of 


rt  Number 


I)-2(K)8-139 


l)-2(K)8-138 


l)-2()08-132 


D-2008-126 


D-2008-123 


D-2008-121 


D-2008-117 


D-2008-109 


D-2008-108 


I)-2(K}8-106 


I)-2(K)8-105 


D-2008-103 


D-2008-102 


13-2008-101 


13-2008-098 


0-2008-096 


D-2008-093 


D-2008-092 


D-2008-091 


13-2008-090 


0-2008-085 


13-2{K)8-084 


13-2{K)8-083 


0-2008-081 


0-2008-080 


O-2(K)8-079 


0-2008-077 


13-2008-074 


13-2008-072 


0-2008-069 


0-2008-063 


0-2008-061 


0-2008-055 


13-2{K)8-053 


0-2008-052 


13-2(K)8-049 


0-2008-046 


0-2008-044 


13-2(K)8-043 


0-2008-042 


Uiai; 


FOLIO 


FOUO 
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lUdit  Trails 
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22 


23 
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XXX  XX  X  X  X  X  X  X  X  X  XXX  XXX  X  X  X  X  ^  ^  Compliance  With  Laws  and 
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Compliance  With  Laws  and 


Type  of 
Report 

Financial  Management 
Systems 

Fund  Baiance  with  Treasury 

Accounts  Receivable 

Inventory 

Operating  Materials  and 
Supplies 

General  Property,  Plant,  and 
Equipment 

Government-Furnished 
Material  and  Contractor- 
Acquired  Material 

Accounts  Payable 

Environmental  Liabilities 

Statement  of  Net  Costs 

Intragovemmental 

Biminations 

other  Accounting  Entries 

Reconciliation  of  Net  Cost  of 
Operations  to  Budget 

Internal  Controls 

Compliance  With  Laws  and 
Regulations 

Audit  Trails 

13-2006-020 

X 

□ 

□ 

B 

□ 

D 

B 

D 

D-2006-019 

X 

□ 

B1 

B 

□ 

B 

B 

B 

D 

B 

B 

D-2006-018 

BSl 

X 

B 

□ 

□ 

X 

□ 

B 

D 

B 

D 

D-2006-017 

Bn 

X 

□ 

□ 

□ 

B 

□ 

□ 

□ 

D 

B 

D 

13-2006-016 

m 

X 

□ 

□ 

B 

□ 

□ 

D 

X 

B 

D-2006-015 

X 

□ 

□ 

□ 

B 

□ 

□ 

□ 

B 

D 

B 

D 

X 

B 

D-2006-014 

Opinion 

X 

□ 

B 

□ 

□ 

X 

B 

B 

D 

X 

B 

D-2005-017 

X 

□ 

□ 

B1 

B 

X 

□ 

□ 

B 

B 

B 

X 

B 

13-2005-016 

ni 

X 

X 

□ 

B 

B 

X 

B 

13-2005-015 

ni 

X 

□ 

X 

B 

□ 

X 

B 

B 

B 

B 

B 

D-2005-014 

X 

X 

X 

□ 

□ 

X 

B 

B 

B 

B 

B 

13-2005-013 

Opinion 

X 

□ 

□ 

□ 

B 

□ 

□ 

B 

B 

B 

B 

13-2005-012 

X 

□ 

□ 

□ 

X 

□ 

B 

X 

□ 

0-2005-011 

Opinion 

X 

□ 

□ 

□ 

B 

□ 

□ 

□ 

X 

B 

B 

B 

X 

B 

D-2005-010 

X 

□ 

B 

D 

□ 

B 

B 

B 

B 

X 

B 

D-2004-036 

mm 

□ 

□ 

B 

B 

X 

□ 

□ 

X 

B 

B 

B 

B 

B 

D-2004-032 

Opinion 

B 

□ 

B 

B 

B 

D-2004-031 

BBl 

X 

B 

B 

D-2004-030 

SBl 

X 

B 

X 

D-2004-029 

sm 

■a 

□ 

B 

□ 

□ 

B 

B 

B 

B 

B 

B 

D-2004-028 

X 

D 

□ 

□ 

B 

D 

□ 

D 

B 

B 

B 

B 

B 

B 

D-2004-027 

gm 

X 

□ 

□ 

B 

X 

□ 

B 

B 

B 

B 

B 

B 

13-2(K)4-026 

Opinion 

■a 

D 

B 

B 

X 

□ 

□ 

B 

B 

B 

B 

B 

B 
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Appendix  D.  DOD  Office  of  Inspector  Generai 
Reports 


The  DOD  OIG  issued  255  audit  reports  that  eovered  some  aspeet  of  finaneial 
management  funetions  within  the  Military  Departments  and  Defense  agencies.  To  obtain 
electronic  copies  of  DOD  OIG  reports,  please  visit 

http://www.dodig.mil/audit/reports/index.html.  Following  is  a  listing  of  the  reports. 

D-2008-139,  “Defense  Civilian  Pay  System  Controls  Placed  in  Operation  and  Tests  of 
Operating  Effectiveness  for  the  Period  October  1,  2007,  through  March  31,  2008,” 
September  30,  2008 

D-2008-138,  “Defense  Information  Systems  Agency  Controls  Over  the  Center  for 
Computing  Services  Placed  in  Operation  and  Tests  of  Operating  Effectiveness  for  the 
Period  April  1,  2007,  through  March  31,  2008,”  September  30,  2008 

D-2008-132,  “Ocean  Ereight  Transportation  Payments  Using  PowerTrack,” 

September  26,  2008 

D-2008-126,  “Internal  Controls  Over  the  Army  Military  Equipment  Baseline  Valuation 
Effort,”  August  29,  2008 

D-2008-123,  “Internal  Controls  Over  Navy  General  Eund,  Cash  and  Other  Monetary 
Assets  Held  Outside  of  the  Continental  United  States,”  August  26,  2008 

D-2008-121,  “Internal  Controls  for  Air  Eorce  General  Eund  Cash  and  Other  Monetary 
Assets,”  August  18,  2008 

D-2008-1 17,  “Accuracy  of  Mechanization  of  Contract  Administration  Services  Accounts 
Payable  Information,”  August  14,  2008 

D-2008-1 09,  “Controls  and  Compliance  of  the  Joint  Personnel  Adjudication 
System,”  July  21,  2008 

D-2008-1 08,  “Agreed-Upon  Procedures  Related  to  the  10th  Edition  of  the  Army  Chief 
Einancial  Officers  Strategic  Plan,”  July  18,  2008 

D-2008-1 06,  “U.S.  European  Command  Headquarters  Government  Purchase  Card 
Controls,”  August  21,  2008  (Reissued) 

D2008-105,  “Defense  Emergency  Response  Eund,”  June  20,  2008 

D-2008-103,  “Memorandum  Report  on  Internal  Controls  Over  the  U.S.  Special 
Operations  Command  Military  Equipment  Baseline  Valuation  Effort,”  June  13,  2008 
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D-2008-102,  “Status  of  Prior  Recommendations  Related  to  the  Defense  Intelligence 
Agency  Financial  Statements,”  June  17,  2008 

D-2008-101,  “General  Controls  Over  the  Standard  Accounting,  Budgeting,  and  Reporting 
System  (SABRS),”  June  6,  2008 

D-2008-098,  “Internal  Controls  Over  Payments  Made  in  Iraq,  Kuwait  and  Egypt,”  May 
22, 2008 

D-2008-096,  “Identification  and  Reporting  of  Improper  Payments  by  the  Defense 
Logistics  Agency,”  May  20,  2008 

D-2008-093,  “Processing  of  Deceased  Retired  Military  Members’  Suspended  Accounts,” 
May  14,  2008 

D-2008-092,  “Controls  Over  Department  of  the  Navy  Working  Capital  Fund  Inventory 
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